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Abstract

This study examines the transformation of financial transactions under the in-
fluence of artificial intelligence (AI) systems and distributed ledger technologies
(DLT/blockchain). The European Union, through the implementation of Regula-
tion (EU) 2024/1689 (the AI Act), introduces a horizontal, risk-based regulatory
framework specifically related to applications concerning credit-risk assessment,
fraud prevention and the automated provision of investment recommendations.
In parallel, the recent revision of the EU framework on liability for defective prod-
ucts strengthens the protection of injured parties against digital products and
software incorporating Al, while the decision not to advance a specific horizontal
directive on non-contractual Al liability underscores the importance of an inter-
pretative adaptation of national liability rules. In Greece, Law 4961/2022 provides
specific rules on smart contracts, recognising their binding effect and evidentiary
function within the general principles of the Greek Civil Code and the Code of
Civil Procedure.

The integration of Al into the financial sector coincided with a broader shift in
the organization of financial information. Machine-learning systems are now
used to estimate the probability of default, to detect suspicious transaction pat-
terns, to shape dynamic pricing policies in insurance products and to personalise
investment recommendations at scale. This development reshapes the content
of providers’ duty of care and creates new areas of regulatory and civil-liability
risk. The EU legislator, recognising that algorithmic decisions can directly affect
access to essential private services, opted for a horizontal and technologically
neutral framework based on risk intensity.

This study focuses on the application of this rationale in the financial sector,
where Al decisions acquire the character of a ‘gateway’ to critical economic re-
sources. The study also incorporates an economic analysis of the emerging reg-
ulatory landscape, assessing reductions in transaction and enforcement costs
against the risks of algorithmic discrimination, information asymmetries and
data concentration that may affect market competition and trust in markets.
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1. Introduction

The penetration of artificial intelligence into the domain of financial transactions is
one of the most significant developments of the modern digital economy. The auto-
mation of risk-assessment processes, the management of big data in real time and
the adoption of predictive algorithmic systems reshape access to credit, the pricing
of insurance products, investment advice and anti-money laundering controls. At the
same time, the convergence of Al and DLT enables the automation of the execution
of contractual obligations through smart contracts, and upgrading the way transac-
tions are designed, recorded and enforced.

This new reality creates complex legal and economic challenges. At the legal
level, questions arise about decision-making transparency, personal data protection,
the allocation of liability within multi-layered value chains, and the interpretative
adjustment of traditional notions of civil and commercial law. At the level of market
organisation, Al promises a reduction in transaction costs but may also reinforce data
concentration and create new entry barriers for smaller providers.

The purpose of this study is to develop a systematic approach to these issues,
focusing mainly on the EU Al regulatory framework, recent developments in prod-
uct liability, GDPR requirements regarding automated decision-making and legal
grounding of smart contracts in Greek law.

2. Conceptual and Technological Starting Points

As a technological field, Al includes systems capable of generating predictions, rec-
ommendations or decisions based on input data - with levels of autonomy ranging
from supportive functions to near full automation. In the financial sector, the distinc-
tion between specific applications and general-purpose models is of practical interest,
as the latter are embedded in multiple workflows, making it difficult to identify the
point of responsibility when harm occurs.

In parallel, DLT technologies allow for the maintenance of tamper-resistant re-
cords and the execution of code in decentralised systems. In technical terms, smart
contracts are sets of codified functions that are triggered when specific conditions
are met, and their legal nature is not uniform: sometimes they function as a purely
technical means of performing a parallel contractual agreement, and sometimes they
incorporate the contractual terms themselves.

In fact, the economic value of these technologies is assessed mainly on the basis
of the reduction of time and performance cost, risk management and compliance
automation. Nevertheless, the complexity of technological ecosystems indicates that
legal assessment must be carried out at the level of function rather than solely by
reference to the label of the technology used.
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3. The AI Act and Risk Classification in the Financial Sector

The Al Act introduces a unified regulatory framework based on the gradation of the
risk to  which society and markets are subjected by Al applications. Systems con-
sidered to present an unacceptable risk are prohibited, while strict obligations of risk
management, data quality, documentation, human oversight and cybersecurity are
imposed on high-risk applications.

In the financial sector, in particular, high-risk classification may cover systems
used to access essential services, such as the provision of credit and the assessment of
creditworthiness. The significance of this approach lies in the fact that the risk is not
only technical but also social: an opaque or biased decision may lead to individuals
being excluded from mechanisms of financial inclusion.

The practices prohibited under the Regulation acquire particular significance
when product design or commercial practices of financial institutions rely on ultra-
personalised targeting capable of manipulating the economic behaviour of vulnerable
groups. The regulatory choice implies that protecting the autonomy of the contracting
party is a prerequisite for sustainable innovation.

3.1. The Regulatory Framework of the AI Act

The Al Act establishes a risk-based categorisation system that functions as a gradu-
ated compliance mechanism, ranging from simple transparency obligations for low-
er-risk applications to extensive organisational and technical measures for high-risk
systems. [1]

The value of this model for the financial sector is twofold. Firstly, it provides a
common ‘risk language’ across the single market for technologies often developed
by international providers and integrated into the operations of banks, insurers and
fintech firms. Secondly, the model shifts the core of compliance to the design and
operational stage of systems, reducing the likelihood of socially costly harms ex post.

3.2. Prohibited AI Practices and the Financial Market

The prohibitions under the Al Act target ‘unacceptable risk’ behaviour patterns that
undermine the core of human autonomy or lead to socially harmful forms of classifi-
cation. [2] Although the provisions are not limited to financial cases, their functional
application in the market is readily identifiable.

In particular, Al practices using manipulative or deceptive techniques to mate-
rially distort economic behaviour —especially when they cause, or are reasonably
likely to cause, significant harm— may capture aggressive personalisation of credit
or investment products.[3]

Similarly, the prohibition on exploiting vulnerable persons due to socio-economic
circumstances becomes all the more significant within an environment where ‘vul-
nerable’ includes not only low-income consumers but also individuals with limited
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literacy in digital finance. The use of Al to target such groups with high-risk products
may be considered incompatible with the protective purpose of the Regulation.

Finally, the prohibitions on social scoring operate as a European rejection of a
model of comprehensive algorithmic assessment of a person’s ‘social value’. This
distinction is crucial to preventing the transformation of financial data into general-
ised instruments of social control.

3.3. High-Risk Applications in the Financial Sector

The most direct explicit link of the AI Act and the financial sector is found in Annex
II1. The ‘access to essential private services’ includes Al systems classified as high-
risk that are used to assess the creditworthiness of natural persons or to establish their
credit score, the only exemption being their use in detecting financial fraud.[4]

In addition, Al systems used for risk assessment and pricing in the life and health
insurance are treated as high-risk systems.[5] This approach recognises that algorith-
mic decisions do not merely determine a ‘price’ but also the scope of social protection
a person may achieve in the private market.

The EU’s choice to classify such uses to high-risk is linked to three main axes:
(a) protection against algorithmic discrimination, (b) the necessity of verifiability and
explainability to ensure contractual balance, and (c) recognition of the financial sec-
tor as a domain where digital failures may generate broad societal spillovers.

3.4. High-Risk Obligations and Model Governance
High-risk systems are subject to an extensive set of obligations: a risk-management
system, appropriate data governance and data quality, technical documentation and
logging, human oversight, as well as requirements of accuracy and cybersecurity.[6]
In banking and insurance market, these obligations favour the development of
comprehensive ‘model governance’ framework, which includes model pre-approval
procedures, continuous performance monitoring, bias controls and interoperability
with compliance systems. This organisational shift is expected to affect both the cost
structure of financial institutions and their competitive strategy.

4. Ethical Principles, Transparency and Organisational Compliance

Beyond the specific risk categories, the Al Act incorporates a broader regulatory ra-
tionale for safe use. The principles of respect for fundamental rights, non-discrim-
ination, quality and safety, as well as the requirement of transparency and human
oversight, serve as pillars for enhancing trust in algorithmic decisions. [7]

In the financial sphere, transparency is not merely an ethical imperative but also a
market tool. Investors, consumers and supervisory authorities must be able to evalu-
ate an Al system’s statistical reliability and assumptions, especially when the system
is used for critical decisions concerning access to financial resources.
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Organisational compliance also extends to internal model governance procedures.
Practices such as periodic bias checks, documentation of training data and the exist-
ence of human-intervention mechanisms become crucial not only for compliance but
also for reducing liability risks.

5. Data Protection and Automated Decision-Making

The operation of Al relies on the processing of large volumes of data, making the
GDPR a decisive factor of legality. Article 22 of the GDPR establishes constraints
against decisions based solely on automated processing that produce legal or simi-
larly significant effects.[8]

The case law of the Court of Justice of the European Union in SCHUFA high-
lighted the importance of this provision after recognising that the automated genera-
tion of a credit score may, under certain conditions, constitute a prohibited or strictly
regulated form of exclusively automated decision-making. [9]

As far as credit institutions and financial service providers are concerned, the
convergence of the Al Act and the GDPR creates a dual set of obligations: technical
requirements concerning the safe and fair system operation and, at the same time,
substantive data-processing requirements based on lawfulness, transparency and pur-
pose limitation.

The practical application of these principles is likely to strengthen the use of
RegTech tools and the development of internal units for the control of algorithmic
models.

6. Civil Liability for AI-Related damages

Civil liability in an Al environment remains a central issue of scholarly debate. The
European choice to modernise liability for defective products so as to cover software
and digital elements, combined with the non-completion of a specific horizontal di-
rective on non-contractual Al liability, leads to a model in which prevention and
product liability operate as the main pillars.

At the level of national law, general tort principles are called upon to adapt to
new technical data, such as the opacity of certain models, dynamic learning, and the
complexity of software development and integration chains.[10]

In the financial sector, proof of causation and fault can be difficult, especially
when a general-purpose model is embedded in multiple applications contributing to
a business decision. The need for evidentiary facilitation or specialised rules of ac-
cess to technical documentation will likely constitute a field for future legislative and
jurisprudential developments.
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7. Smart Contracts in Greek Law

Law 4961/2022 establishes the legal recognition of smart contracts in Greece. The
regulation follows a technologically neutral approach: it acknowledges that a smart
contract binds the parties after their accession and integrates contract formation into
the general provisions of the Greek Civil Code on legal acts.

The evidentiary dimension is also critical. Under Article 51, a smart contract is
treated as a document within the meaning of the Code of Civil Procedure, with spe-
cial conditions for submitting and interpreting the code. This provision foreshadows
the heightened importance of expert evidence in cases concerning blockchain and
cryptographic methods.

The legal integration of smart contracts into contract law also highlights the re-
lationship between automation and the principles of good faith. Although technical
execution may be immutable, the assessment of contractual conduct remains subject
to interpretative tools and rules protecting the weaker party.[11]

The Greek legislator adopts an enabling and technologically neutral approach:
smart contracts are recognised as a legitimate means of expressing and executing
contractual arrangements, while remaining anchored in the general rules of the Greek
Civil Code (GCC) and the Code of Civil Procedure (CCP).

7.1. Statutory Definition
A smart contract is defined as a set of encoded computer functions, finalised and
executed through distributed ledger technology (DLT), which operates automatically
through instructions for an action, omission or tolerance when pre-defined conditions
are met, as reflected in code-based or programmed terms.[12]

This definition frames the smart contract as a technical mechanism capable of
embodying and/or performing contractual terms, thereby allowing legal analysis to
focus on function rather than on technology labels.

7.2. Validity and Legal Nature
Article 49 expressly accepts that declarations of will may be expressed in code and
registered on blockchain/DLT. Consequently, smart contracts may serve as valid ve-
hicles for transactions under Greek law.

A critical boundary is preserved: where a specific statutory form is required for
a legal act, the smart-contract format alone may not satisfy that form requirement.
Therefore, the smart contract operates within the classical architecture of private law,
rather than displacing it.[13]

7.3. Formation Models for Contractual Terms
Greek law recognises two practical pathways for incorporating contractual terms into
smart contracts: (a) terms drafted by the parties and embedded into code, and (b)
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terms pre-set within a blockchain/DLT environment and subsequently selected/ac-
cepted by the parties.

This statutory acknowledgment is particularly relevant for platform-based con-
tracting and for standardisation of terms in digital financial and insurance products.

7.4. Binding Effect

The parties are bound the moment they complete their adherence to a smart contract.
This links the formation of binding effect to a clear digital act of acceptance or entry
into a coded arrangement.

7.5. Application of the Greek Civil Code

The smart contract is not treated as a new autonomous category outside contract law.

Article 49 incorporates smart contracts into the general rules of the GCC, including

doctrines on invalidity of contracts and invalidity or defects of declarations of intent.
Accordingly, traditional grounds, such as mistake, fraud, illegality or violation of

mandatory rules remain applicable in principle, even when the performance mecha-

nism is automated.

7.6. Electronic Signature and Seal

Where required by law or agreed upon by the parties, a smart contract may bear an
electronic signature or electronic seal. This feature provides an additional bridge be-
tween automated execution and traditional expectations of authentication and form.
[14]

7.7. Evidentiary Treatment
Article 51 provides a practical evidentiary pathway for smart contracts in civil pro-
ceedings. A smart contract can qualify as an electronic private document under the
CCP and may be produced as evidence, provided that the electronic code has been
submitted.

The law anticipates the need for expert assistance: courts may rely on an expert
report with specialised cryptographic and technical knowledge to verify and interpret
the code as evidence of the contractual arrangement and its execution.[15]

7.8. Interpretive Classifications in Practice

Greek legal analysis benefits from differentiating between: (1) smart contracts acting

as ‘contractware’ that executes an off-chain main agreement, (2) stand-alone on-chain

contracts, and (3) hybrid structures combining on-chain and off-chain elements.[16]
This classification affects the allocation of contractual risk and the burden of

proof, as well as the availability and design of remedies.
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7.9. Implications for Financial Use Cases

In financial and insurance settings, the Greek framework supports the use of smart
contracts for automated performance of payment and settlement obligations, para-
metric insurance triggers, and standardised B2B workflows.

However, for transactions where the statutory form remains critical —such as cer-
tain property or security-related arrangements— parties should assume that a com-
plementary compliant legal form may still be required alongside the on-chain logic.

Finally, Greek law adopts an enabling, albeit cautious, model for smart contracts.
It recognises code-based declarations of will, accepts platform-based pre-set terms,
clarifies the moment of binding effect, allows the use of electronic signatures and
electronic seals, where appropriate, and offers a workable evidentiary framework
requiring the submission of the code and, when needed, expert validation.[17]

Overall, the architecture of Law 4961/2022 integrates smart contracts into the
existing infrastructure of Greek private law, balancing technological innovation with
legal certainty.

8. Economic Analysis: Transaction Costs, Efficiency and Institutional Risk

The economic analysis of law provides a useful interpretative framework for under-
standing the incentives behind EU and national regulation. Al and smart contracts
promise significant reductions in transaction costs, i.e., lower costs of collecting and
processing information, streamlined risk measurement, and automated performance
of obligations.[10]

However, the reduction of operational costs must be weighed against the cost of
institutional risk. When an Al system produces algorithmically ‘locked’ decisions
without sufficient explainability, the market may react by increasing the risk pre-
mium, by underinvesting or by passing regulatory risks into product prices.[18]

The preventive regulation of the Al Act can be viewed as an attempt to shift part
of this cost to the design and development stage, so as to reduce the probability of
socially costly harms and to strengthen the reliability of the digital financial market.

Accordingly, Al can reduce transaction costs through streamlined information
processing, better risk estimation and automated controls. Nevertheless, algorithmic
applications in the financial sector may generate to negative consequences and legal
uncertainty, which indicates that targeted regulation is necessary.

Classifying credit scoring and insurance pricing as high-risk can be understood
as an effort to prevent the shifting social cost to vulnerable population members of
the population. At the same time, prohibitions on manipulation seek to limit practices
that would lead to over-indebtedness or inappropriate investment behaviour.

Finally, at the level of competition, Al reinforces the value of data as a resource.
Access to large customer datasets may create entry barriers. Therefore, the supple-
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mentary application of competition law remains critical to avoiding excessive con-
centration of power.

9. Competition, Data and the Power of Digital Platforms

Al is a data-intensive technology. Access to large-scale and high-quality datasets may
create competitive advantages that are difficult to replicate. This is particularly im-
portant in the financial sector, where customer data, transaction patterns and risk data
constitute strategic resources.

Potential legal challenges concern abuse of dominance, concerted practices and
the unfair use of data to exclude competitors. Functional collaboration between fin-
tech firms and large technology platforms may lead to new forms of ecosystem power.

Economically, data concentration may create lock-in phenomena and increase
consumers’ switching costs, limiting/restricting competition in service fees and prod-
uct prices. Effective enforcement of competition law and digital-market rules will be
a critical prerequisite for avoiding distortions.[19]

10. Transaction Security and Cybersecurity

Security is a decisive factor for the sustainability of algorithmic and blockchain-
based transactions. Vulnerabilities in smart-contract code, weaknesses in oracle
mechanisms and attacks on infrastructures safeguarding digital assets may cause sig-
nificant harm.

The inclusion of cybersecurity in the high-risk obligations of the Al Act reflects
the link between technical security and regulatory compliance. In the domain of pri-
vate law, the presence of foreseeable risks may affect the assessment of due care and
the allocation of contractual risks.[20]

The practical incorporation of security clauses, execution-suspension mecha-
nisms and emergency recovery processes in smart contracts constitutes a likely field
of best practices, especially for high-value transactions.

11. Prospects for Interpretative and Regulatory Development

The dynamic evolution of Al and the rapid adoption of smart contracts will test the
ability of legal orders to provide predictable solutions. Future case law may focus on
evidentiary issues, on the identification of defects in continuously upgraded software,
and on the interpretation of algorithmic terms in the light of good-faith and transpar-
ency principles.

In the Greek context, the systematic use of abuse of dominance Articles 4951 of
Law 4961/2022 in conjunction with the Civil Code and the Code of Civil Procedure
will be an indicator of the maturity of the regulatory framework. At the same time,
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the participation of supervisory authorities in issuing guidelines for critical Al uses in
the financial sector may reduce interpretative uncertainty and enhance legal certainty.

12. Application in the domain of Credit Assessment and Fraud Prevention

Credit assessment is perhaps the most characteristic example of Al use with a direct
impact on individual rights and market functioning. Automation allows for the inte-
gration of non-traditional variables (alternative data), such as transaction patterns,
digital behaviour or data derived from electronic ecosystems. This practice may im-
prove statistical risk prediction, especially for persons without extensive credit histo-
ries, but at the same time, may create serious constraints concerning lawful process-
ing and the risk of indirect discrimination.

The legal evaluation of such use presupposes a combined application of the Al
Act, the GDPR and consumer-protection rules. The ability of consumers to receive
comprehensible information about the design and programming of an algorithmic
system and to exercise their rights of objection or human intervention constitutes a
critical institutional safeguard against cases of automated exclusion.

Similarly, in the areas of fraud prevention and the control of irregularities during
transaction execution, Al may function as a mechanism for preventing systemic risk.
The ability to detect suspicious patterns in real time is associated with protecting
market integrity. However, the high rate of false positives may lead to unjustified
restrictions of transactional freedom, raising questions of proportionality and com-
pensatory liability.[21]

Based on economic analysis, the use of Al for fraud prevention reduces the social
cost of criminal activity and enhances the overall efficiency of financial networks.
The regulatory challenge lies in finding a balance between high detection sensitivity
and respect for the rights of lawfully transacting parties.

The introduction of smart contracts in loan or insurance transactions may allow
the automatic triggering of payments or adjustments of terms based on data provided
by reliable oracles. Despite the benefits, reliance on external data sources highlights
the risk of erroneous or malicious inputs, which should be addressed through liability
clauses, control procedures and technical security standards.

Credit assessment remains a paradigm of Al use with a direct impact on individual
rights and market functioning, underlining, once again, the need for careful calibra-
tion of innovation, legality and fairness.

Conclusions

The application of Al systems in financial transactions reveals a profound shift from
traditional models of human judgment to hybrid or automated decision-making mod-
els. The Al Act sets the core EU framework for authorisation and risk prevention,
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while the revision of product liability strengthens ex post protection against harm
from digital and algorithmic products.

Greek law, by virtue of Law 4961/2022, seeks to bridge technical automation with
the general principles of private law, recognising that contractual intent and eviden-
tiary assessment cannot be fully replaced by code.

Economic analysis indicates that the benefits from reducing transaction costs may
well be substantial, but they presuppose trust and institutional stability. The immedi-
ate future will be determined by the capacity of regulation and the market to combine
innovation with rights protection, transparency and healthy competition.
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